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The

Supreme Court of Canada released a short
decision on December 10 confirming unanimously that
it is the bank’s customer who bears the risk of loss of an
amount that the bank transferred by electronic payment
order from the customer’s account to a third party as
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a result of a phishing scam.1 The decision adopts the
reasoning of the Québec Court of Appeal and specifies
that it would not have been different if the customer’s
account had been in positive balance. In this case, the
customer’s account was in a debit position.
THE DECISION
Sollio Groupe Coopératif, formerly known as
La Coop Fédérée (“La Co-op”), was a client of the
National Bank of Canada (Bank). La Co-op was the
victim of a “phishing” scam, fraudulently inducing it
to instruct the Bank to execute payment to a fraudster.
Having carried out the instructions, the Bank debited
almost US$5 million dollars from the line of credit
of La Co-op. The funds were transferred to the credit
of the fraudster’s account at a bank in China, and
never recovered. La Co-op claimed the loss under two
insurance policies. Liberty International Underwriters
(“Liberty”) paid up to its limit of CA$1 million,
but Co-Operators General Insurance Company
(“Cooperators”) denied coverage, invoking several
reasons. Among these reasons, they argued that the
Bank should suffer the loss under the Bills of Exchange
Act. This raised the question as to whether a credit
transfer initiated electronically (an electronic funds
transfer or EFT) is a bill of exchange or a cheque.
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The Court of Appeal considered at length the
differences between a cheque and an EFT and
concluded that EFTs are not bills of exchange,
confirming the prevailing opinion of legal scholars in
Quebec. Rather, EFTs are properly characterized as
mandates (analogous to contracts of agency) that are
not governed by any particular statutory regime, but
are subject to the practices of the banking industry
and the particular contractual terms between the
bank and its customer. In this case, the agreement
between the Bank and La Co-op provided that the
customer assumed the risk of any liability resulting
from electronic banking instructions it gives to the
Bank. It is noteworthy that the behaviour of the Bank
in relation to the loss was not at issue. The parties did
not dispute at trial who was responsible for allowing
the fraud to occur.
Cooperators also argued that the funds did not
belong to La Co-op, but to the Bank, and therefore the
Bank should have assumed the risk of loss. The Court
of Appeal held that ownership of the amount loaned by
the Bank to La Co-op passed to La Co-op at the time
the amount was debited from its line of credit, along
with the risk of loss of the property, by the application
of article 2327 of the Civil Code of Quebec. As a
result, La Co-op bears the risk of loss. The Court of
Appeal stated at paragraph 110 of its reasons that the
customer bears the risk of loss if the account is in a
debit position, but that if the account were in a credit
position then the bank would bear the risk of loss.
The two-paragraph decision of the Supreme Court
of Canada dismissed the appeal essentially for the
reasons of the Court of Appeal of Québec, but stated,
without giving reasons, that the customer bears the
risk of loss whether or not their account is in a credit
or debit position. The reasons for adopting the same
result whether or not the customer’s account is in a
credit or debit position may need future elaboration,
but the outcome is clear.
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The result of this civil law case is consistent with
long-standing principles in the common law. Both civil
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law and common law systems have long characterized
bank deposits as money lent by the customer to the
bank creating a debt owed by the bank to the customer,
the amount of which is reduced with each authorized
withdrawal. See the long-standing authority of Foley
v. Hill, [1848] 2 HLC 28; 9 ER 1002 (HL) which has
been followed in Québec since at least Corporation
Agencies Ltd. v. Home Bank of Canada, [1925] S.C.R.
706, confirmed by [1927] A.C. 318 (P.C.). Credit
transfers were distinguished from cheques in the
common law by Tenax Steamship Co Ltd v Reinante
Transoceanica Navigacion SA, [1973] 1 WLR 386
(QBD). Allocating to the customer the risk of loss
caused by a third party’s fraud on that customer, rather
than to the bank, promotes the tightening of security
procedures on the customer’s side.
In the final analysis, this decision has the benefit
of simplicity and provides clarification for all parties
engaged in electronic funds transfers. The Supreme
Court decision is thus a welcome clarification of the
law which also highlights the need for extra vigilance
at a time when business is increasingly conducted
remotely.
[Christopher Richter is an experienced trial and
appellate lawyer who practises in the fields of civil,
corporate and commercial litigation and dispute
resolution. His practice includes class actions,
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The ongoing digital transformation of the financial
industry spurred on by the competitive pressures of

fintechs and consumer demand was supercharged by
the current pandemic. This accelerated digitization
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of the financial industry coupled with upcoming
regulatory changes means privacy and cybersecurity
issues will continue to be forefront issues that financial
institutions will grapple with. Outlined below are five
key privacy and cybersecurity issues organizations
within the financial sector should be focusing on.

SCC 55 (Marcotte), and, more recently, the Québec
Commission d’accès à l’information (CAI) decision
in D’Allaire v. Transport Robert (Québec), 1973 ltée,
2020 QCCAI 152 (Transport Robert), foreshadow
that financial institutions may need to develop a
robust advocacy position on how and why PIPEDA
continues to be the only applicable privacy law
statute.
Marcotte established a demanding threshold to
exempt FWUBs from the provisions of provincial
consumer protection laws. However, it did not
necessarily close the door on future arguments
challenging the application of a given provincial law’s
provisions (including provincial privacy legislation)
to a core banking activity. In Transport Robert, the
CAI rejected a federally regulated transportation
company’s PIPEDA paramountcy argument on the
basis that there was no operational conflict between
PIPEDA and the Québec private sector privacy act,
and no frustration of purpose because both statutes
pursue the same objectives. The CAI found that the
Québec act does not target an essential and vital
element of the FWUB to the point of impairing the
core competence of interprovincial transport or
labour relations and that the company did not provide
evidence demonstrating a serious interference on
Parliament’s jurisdiction in those areas. The OPC has
also taken the view that both PIPEDA and provincial
privacy legislation can, in some circumstances, apply
to the same transaction.

1. CANADIAN PRIVATE SECTOR PRIVACY
LAW REFORM: SHIFTING SANDS
Canadian governments at the federal and provincial
levels have announced their intentions to enhance the
Canadian privacy law framework by moving private
sector privacy laws towards an EU General Data
Protection Regulation model, a model that empowers
individuals by providing more control over their
personal information.
Given the patchwork of federal and provincial
private sector laws in place and on the horizon,
financial institutions operating across Canada will
need to anticipate the extent to which these updated
and new privacy laws apply to them. Much of this
will be driven by a constitutional division of powers
analysis, the outcome of which may have significant
operational and regulatory consequences on the
financial sector. While there are common themes,
such as enhanced control and regulatory oversight
across the proposed reforms, there will be regional
differences. For instance, Québec’s Bill 64 proposes
to impose significant data residency and consent
disclosure requirements that are not contemplated
under PIPEDA. Similarly, PIPEDA proposes to
allow businesses to rely on a “standard business
practices” consent exemption, which is analogous
to GDPR’s legitimate interests basis for processing
personal information. There is no such exemption
contemplated under the Québec and B.C. law reform
proposals.
Traditionally, financial institutions have relied
on their status as ‘federal work, undertaking or
businesses’ (FWUB) to advance a position in privacy
and data protection matters where PIPEDA is the
governing statute. The Supreme Court of Canada
decision in Bank of Montreal v. Marcotte, 2014

2. REGULATORY FOCUS ON TRANSBORDER
DATA FLOWS
Given the global nature of data supply chains,
including in the financial sector, and ease with
which personal information can be transferred across
borders, privacy regulators and lawmakers have been
focusing on the issue of transborder data flows.
In Canada, since the OPC’s Equifax decision,
the OPC has focused on the issue of transborder
data flows. While the OPC has maintained its 2009
“Guidelines for processing personal data across
borders”, it has begun imposing a “demonstrable
4
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accountability” standard on organizations that
transfer personal information across borders.
Recently, in the OPC’s 2019-2020 Annual Report
to Parliament1 (Annual Report), the OPC noted its
concern “that the current law may not adequately
protect the personal information of Canadians when
it travels outside our borders.” The Annual Report
called for the federal government to update existing
transborder standards in PIPEDA on the basis that
PIPEDA’s “comparable level of protection” standard
seems to provide a lower level of protection than
standards found in modern statutes such as the
EU’s “essentially equivalent” protections. Québec’s
Bill 64’s also proposes to impose adequacy and
accountability requirements on organizations
transferring personal information outside the
province, including requiring organizations to
conduct an ‘adequacy’ assessment of privacyrelated factors prior to transferring or disclosing any
personal information outside Québec.
The focus on data flows is not unique to Canada.
Recently, the Court of Justice of the European Union
released the long-anticipated Schrems II decision,
which effective immediately invalidated the EU-U.S.
Privacy Shield mechanism that over 5,000 U.S.
businesses, from major tech companies to large
financial institutions, have relied on for purposes
of transferring and processing data from the EU to
the U.S.

follows a larger international trend of regulators and
courts examining companies’ data practices through
the lens of their competition, privacy and consumer
protection rules. While the regulators have focused
their convergent regulatory lens on the big technology
companies, it is only a matter of time before the
regulators widen their focus to other industries.
Traditional financial institutions’ adoption of digital
technologies and increasing focus on harnessing the
vast and rich data they hold to provide innovative and
personalized services, combined with their significant
profiles within their sector, means they are likely to be
part of the next wave of such a convergent regulatory
approach.
4. CYBERSECUIRTY IN THE M&A CONTEXT
With the significant economic impact COVID-19 is
having both on the financial sector, and more broadly,
it is inevitable that there will be a wave of market
consolidation within the financial sector and the
industries they support or invest in. As a result of the
ever-increasing regulatory landscape and wide-spread
rise in cybersecurity incidents (e.g., data breaches,
ransomware attacks, etc.), it is vital that acquiring
organizations (and their investors) fully comprehend
the privacy and cybersecurity risks associated with
their targets.
The proposed US$124 million fine the UK
Information
Commissioner’s
Office
(ICO)
announced in July 2019 against Marriott sheds light
on the importance of undertaking cybersecurity
due diligence in the M&A context. The ICO’s fine
against Marriot was a result of a 2018 data breach
arising from a 2014 vulnerability in Starwood’s
systems. Marriott only discovered the breach and
the underlying vulnerability in 2018 – 2 years after it
acquired Starwood. In finding that Marriott remained
liable for the violations of GDPR even though the
underlying vulnerability originated under Starwood,
the ICO noted that: “The GDPR makes it clear that
organisations must be accountable for the personal
data they hold. This can include carrying out proper
due diligence when making a corporate acquisition,

3. PRIVACY, COMPETITION AND CONSUMER
PROTECTION LAW CONVERGENCE
Earlier this year, Canada’s Competition Bureau
announced that Facebook had agreed to pay a
$9 million penalty for making misleading privacy
claims about the access, use, and sharing of Canadian
users’ personal information. The Bureau’s Facebook
settlement signals that it will assume an active role
in reviewing businesses’ privacy practices to ensure
Canadians have a competitive and vibrant digital
economy, because privacy has come to represent an
important component of a product offering and its
quality. The Bureau’s Facebook enforcement action
5
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and putting in place proper accountability measures to
assess not only what personal data has been acquired,
but also how it is protected”.2 In August 2020, a classaction was launched against Marriott representing an
estimated seven million former guests of the hotel
giant from England and Wales whose personal data
was compromised because of the 2018 incident that
originated at Starwood.

Because insiders have an institutional
understanding of what and where the “crown jewels”
or confidential sensitive customer information is
stored, they can inflict significant financial and
reputational damage to an organization. Once
detected, such malicious insider-rooted breaches
can also have a long-term impact on the business,
including by diverting internal resources, affecting
employee morale, compromising customer trust
in the organization, and triggering litigation and
regulatory investigations.
With work from home now being considered the
“new normal”, financial institutions should consider
reviewing their current work from home policies,
technologies and safeguards, which were most likely
put in place as temporary measures, to ensure that they
are adequately safeguarding sensitive information
as well as have the appropriate technologies and
protocols to effectively detect malicious insider
activity.
[Ronak Shah’s practice focuses on privacy,
cybersecurity, and data management. He advices
national and international clients, including
technology companies and other data-centric clients
on matters relating to data use and ownership,
complex business transactions involving data-based
assets, outsourcing, and artificial intelligence.
Molly Reynolds’ practice focuses on digital
innovation, cyber-security, data protection and
ethics, and privacy litigation. She regularly advises
clients on privacy law compliance in their businesses
and in the context of commercial transactions, as well
as on data security best practices, breach response,
regulatory investigations, and privacy class action
defence. She represents clients in administrative
proceedings under access to information, antispam, and privacy legislation, as well as in the
context of civil litigation. Her dual call allows her
to provide advice on personal information handling
and marketing regimes that reflect and comply with
Canadian and American privacy legislation.
Joel Ramsey is co-head of Torys’ Technology
Contracting Practice and co-head of the firm’s
Payments and Cards practice. Joel advises clients

5. INSIDER RISK
There is no doubt that external threat actorperpetuated cybercrimes (e.g., ransomware, social
engineering etc.) have been on the rise this year
and continue to represent a significant privacy and
cybersecurity risk against the financial sector, but
the issue of ‘malicious insiders’ led breaches, which
represents an equally significant data security risk to
the financial institutions, gets much less attention.
The recently released OPC’s Annual Report found
that the financial sector accounted for 19% of breach
reports it received in the past year and roughly half
of reported breaches involved unauthorized access
by malicious actors or insider threats, often as a
result of employee snooping or social engineering
hacks.3
The malicious insider risk is enhanced when
insiders with significant access to confidential or
personal information are now routinely required
to work remotely, without traditional supervision
or communication channels. Malicious insiders
can go undetected for long periods of time,
which can compound the scale and severity of
the incident and harm to the organization and its
customers. Malicious insiders can be difficult to
detect if: a) their misuse of company data develops
gradually; b) if their access to information appears
relevant to their roles; and c) because they can be
motivated by significantly different factors (e.g.,
self-interest, profit, activism, sudden personal
challenges and blackmail). With remote work and
altered schedules now being entrenched due to the
pandemic it will be even harder to detect unusual
data use activities.
6
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in Canada and the United States on strategic
commercial transactions involving technology
development and procurement, outsourcing,
payment systems, fintech, blockchain, cloud
computing, digital and e-commerce solutions,
data distribution, privacy compliance and breach
response, and consumer protection. His clients
include financial institutions, technology service
providers, retailers, pension funds, government

agencies and companies in the asset management,
energy and securities sectors.]
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2019-2020 Annual Report to Parliament on the
Privacy Act and Personal Information Protection and
Electronic Documents Act (October 2020).
ICO Intention to fine Marriott International, Inc. more
than £99 million under GDPR for data breach (July
2019).
OPC Annual Report: Breaches of security safeguards.
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The Bank of Canada (“BOC”) and the Office of the

Superintendent of Financial Institutions (“OSFI”)
and a small group of volunteer financial institutions
will conduct a pilot project to evaluate the possible
effects of climate change and the transition to a
low-carbon economy on Canada’s financial system
and institutions. The project will use scenario analysis
to stress test participating financial institutions to
evaluate their exposure to the risks of climate change
and the transition to a low-carbon economy.

•

OVERVIEW OF THE PILOT PROJECT
On November 16, 2020, the Bank of Canada and the
Office of the Superintendent of Financial Institutions
announced that they, along with a small group of
volunteer financial institutions, will conduct a pilot
project to evaluate the possible effects of climate
change and the transition to a low-carbon economy
on Canada’s financial system and institutions.
According to the BOC, the goals of the project are
threefold:

WHAT YOU NEED TO KNOW
•

•

Financial Disclosures (TCFD) and the growing
investor demand for ESG investment products.
For financial institutions that have not already
begun preparing to undertake client-change
related scenario analysis, the launch of the pilot
project suggests that now may be the time to begin
to prepare for the next stage in the evolution of
climate change-related regulation and disclosure.

The pilot project will be a key step in tailoring
existing climate change scenario analysis models
to the Canadian context where transition risks loom
especially large due to the size of the resource
sectors relative to the economy as a whole. These
“Canadianized” models may provide a standardized
means for financial institutions, investors, and
regulators to assess the exposure of Canada’s
financial institutions to climate change-related risks.
Climate change scenario analysis seems poised
to become a required element of the disclosure
framework of financial institutions, as the pilot
project is part of a growing emphasis on climate and
ESG-related disclosure as evidenced by initiatives
such as the Task Force on Climate-related

•

•

7

build the climate scenario analysis capability of
authorities and financial institutions, and support
the Canadian financial sector in enhancing the
disclosure of climate-related risks;
increase authorities’ and financial institutions’
understanding of the financial sector’s potential
exposure to risks associated with a transition to a
low-carbon economy; and
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improve authorities’ understanding of financial
institutions’ governance and risk-management
practices around climate-related risks and
opportunities

Central banks and regulatory bodies have contributed
to and built upon this work. For example, the BOC has
published a number of preliminary papers in which
it has explored the use of existing climate-economy
models used in other contexts for use in climate-related
scenario analysis2. In Europe, the Autorité de Contrôle
Prudentiel et de Résolution (“ACPR”) in France3 and
the Bank of England are undertaking work similar to
that of the BOC and OSFI. The ACPR has launched
a climate pilot exercise to assess the physical and
transition risks posed by climate change to financial
institutions. The ACPR project has incorporated the
work of the NGFS and developed various scenarios for
use by financial institutions participating in the study
to conduct a bottom-up climate assessment. Likewise,
the Bank of England is in the process of testing several
prominent banks and insurers for their exposure to
the physical and transition risks of a range of climate
scenarios. This “Biennial Exploratory Scenario”
exercise will use a set of scenarios similar to those of
the NGFS to assess the resilience of UK banks and
insurers over a thirty-year period to the physical and
transition risks of climate change.

Scenario analysis is a familiar tool, typically
encountered, for example, in the form of stress tests
of a bank’s ability to withstand negative economic
shocks under a range of hypothetical scenarios. Such
testing enables regulators and financial institutions
to better understand and prepare for the risks to
financial institutions and systems posed by negative
shocks. Climate change scenario analysis has similar
goals, but unlike economic stress tests, must rely on
forward-looking models to construct the scenarios
used in the analysis.
INTERNATIONAL ACTIVITIES
The BOC-OSFI project is one of a number of
similar initiatives being undertaken by central banks,
regulators and financial institutions to assess the
potential impacts of climate change on financial
systems and institutions. The Network of Central
Banks and Supervisors for Greening the Financial
System (“NGFS”) has led the way in developing a
common framework for country-level institutions to
assess and prepare for the consequences of climate
change and the transition to a low carbon economy1.
The NGFS has developed a set of three representative
scenarios that explore the consequences of three
policy responses to climate change:
•

•

•

CONCLUSION
Both in Canada and abroad, climate change scenario
analysis of financial institutions is in its early days.
Central banks and regulators are increasingly
providing the tools, such as the disclosure standards
of the Task Force on Climate-related Financial
Disclosures (“TCFD”), and impetus for individual
financial institutions to assess and disclose their
risk exposure to the physical and transition risks of
climate change. This top-down pressure is likely to be
complemented by ever increasing bottom-up pressure
from investors for increased disclosure relating to
these risks. ESG-based investing has proven to be
highly resilient during the COVID-19 pandemic as
compared with other investing approaches: the results
of scenario analyses such as those to be conducted
in the BOC-OSFI project may come to be an
expected part of an institution’s disclosures alongside
traditional metrics of performance.

the orderly scenario, which assumes aggressive
climate policies in the short term, and a smooth
transition to a low-carbon economy in line with
the Paris Agreement greenhouse gas emission
reduction targets;
the disorderly scenario, which assumes that
climate change policies are delayed until 2030
with a consequent abrupt transition to the goals of
the Paris Agreement; and
a hot house scenario, which assumes that only
existing climate change policies are put in place and
global temperatures rise by three degrees or more.
8
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[William Walters’ practice focuses on legal and
regulatory issues relating to financial institutions and
financial consumer protection. He assists financial
institutions operating in Canada with reviewing
product documentation, such as consumer credit
card and loan documentation, against provincial
and federal consumer protection and regulatory
requirements. In addition, he supports clients with
drafting internal policies and procedures, as well as
conducting gap analysis of existing policies, to ensure
compliance with applicable legislation. William
also assists clients with reviews and exams by key
regulators such as the Office of the Superintendent of
Financial Institutions (OSFI).
Brigitte Goulard is co-head of Torys’ Consumer
Protection Practice. She has more than 25 years of
experience working in the financial services sector,
including the banking, insurance, and financial
cooperative sector. Her practice focuses on consumer
protection matters and regulatory issues relating
to financial institutions and government-related
matters.
Tyson Dyck is a member of Torys’ Environmental
Group, and practises extensively in the areas of
Energy and Infrastructure, Mining and Metals and

Climate Change. He has been recognized in Chambers
Canada as a leading lawyer in environmental law,
in Who’s Who Legal as one of the world’s leading
climate change lawyers and in Lexpert as one of
Canada’s leading lawyers under 40.]
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Broadly speaking, climate change risks fall into two
categories: physical, arising from the chronic (e.g. sea
level rise, desertification) and acute (e.g. storms, and
floods) impacts of climate change, and transition
risks that arise from the structural changes (such as
regulatory and market changes) consequent upon a
move to a low-carbon economy. The materialization of
these risks can affect the financial system as a whole,
for example, through stranded assets and infrastructure
damage can affect GDP and productivity, and
individual institutions, for example, through reduced
profitability and asset values.
For example, see Staff Discussion Paper 2020-3
“Scenario Analysis and the Economic and Financial
Risks from Climate Change”.
The ACPR is the independent administrative authority
responsible for monitoring the conduct of financial
institutions in France, as well as protecting the French
financial system from money laundering and terrorist
financing.
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